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1 Introduction 

1.1 Document Overview 

This maintenance guide describes the necessities of operating and maintaining the MaDaM system. It assumes 
that the system has already been correctly installed as per the MaDaM 2 Installation Guide, including the 
satisfactory hardware and software environment as well as valid configuration. 

This manual covers operational activities that can be performed both on-site and remotely. It includes on-
going, routine procedures and troubleshooting to keep the respective system operational for business users.  

1.2 Related Documentation 

Although other documents are not imminently required for maintaining the MaDaM system, related 
information for usage and installation of the system can be found in the following documents: 

• MaDaM 2 User Manual 

• System Design Description 

• MaDaM 2 Installation Guide 

• Release Notes 

• Profiling MaDaM with VisualVM Guide 
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2 Directories and Files 

The following section details the files required for the system and their storage. There are two sides to this 
description: the server and the client. 

2.1 Client 

The clients for MaDaM System have all their related data stored in the “.ams-cache” folder, which in turn is 
located in the user directory itself. 

The “.ams-cache” folder contains portions of the necessary binaries to execute both the MaDaM Importer and 
the jBEAM interactive analysis. These are stored in order to reduce download and start-up times for these 
client applications. 

2.2 Server 

There are several different kinds of files on the server side for the MaDaM system: 

• WAR files 

• Frontend files 

• Binary files 

• Configuration files 

• Data files 
 

Each of these files will be discussed in detail in the sections below. Their general purpose and their usual 
location will be explained.  

2.2.1 WAR Files 

WAR files (or directories) are containers for the executable contents of the MaDaM system that are deployed 
via the web services described in the configuration document – typically Apache Tomcat. 

The WAR files themselves are contained in the “webapps” subfolder of the Apache Tomcat installation 
directory, and are directly hosted by the Tomcat service. 

The contents of the WAR files need to be configured to match the locations of the binary files and the 
configuration files amongst other things. 

2.2.2 Frontend Files 

Frontend files are the components that have to be started with NodeJS in order to allow users to access the 
server via a web frontend. This requires a NodeJS installation on the server hosting the MaDaM frontend. 

Frontend files are always delivered with a starter script “start.bat” or “start.sh” which is required to be started. 
It is possible to start the frontend as a service by properly configuring the starter. 

2.2.3 Binary Files 

Binary files are used for providing functionality to the clients from the server side whenever requested (e.g. for 
importing or interactively analysing). We recommend storing the binary files in a specific location like 
“E:/MaDaM/binaries” or “/app/MaDaM/binaries”. See the MaDaM 2 Installation Guide for more info. The 
location of the binary files is configured in the configuration file. 

2.2.4 Configuration files 

As of the time of the creation of this document and the system version 2.0.0, there is only one configuration 
file named “MDM-Configuration.json”. 
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This file contains configuration content for the rest of the system – such as the IP of the hosted MaDaM 
services or the location of other directories. The configuration is typically stored in a specific parent directory 
dedicated to the MaDaM Service (e.g. “E:\MaDaM\MDM-Configuration.json”). 

2.2.5 Data files 

The last set of files are the data files. The data files consist of the original, raw measurement data and the index 
and taxonomy files used to build the functionality of the MaDaM system. 

The data files can be stored directly on the server itself, albeit that is only partially advisable. Index and 
taxonomy files may very well be stored on a local SSD of the server due to the relatively small storage size and 
the implicit performance advantages. 

The raw data files and all other secondary files (e.g. jBEAM Templates) are typically stored on a SAN or a 
distributed storage system that can be reached by the server.  
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3 Routine Maintenance Procedures 

Due to the deployment of the MaDaM system in a web servlet, the start-up, shutdown and monitoring 
procedures can vary depending on the exact servlet chosen. Since the AMS recommends Apache Tomcat as a 
web container, the following sections will use Apache Tomcat as an example. 

The procedures described below do not include a description for updating the system. For more information 
and a guideline for updating the system, please consult the MaDaM 2 Installation Guide. 

3.1 Start-up 

The start-up procedure after a system downtime is simple, due to the nature how the MaDaM system is 
deployed. 

The following steps should be performed in order: 

1. Start the server OS 
2. Start ElasticSearch 
3. Start the Database Server 
4. Start the Apache Tomcat Service (via the Services Menu or via the Tomcat Monitoring tool) 
5. Start the Frontend Service with NodeJS 
6. Check the Manager UI of Tomcat 
7. Check Access to the Web frontend 

 
Both starting the server OS and starting the Apache Tomcat Service are self-explanatory and don’t require any 
additional or unusual care to be taken. 

The start-up time for the MaDaM System can vary depending on a couple of factors like the used jBEAM 
components and the amount of customized features.  

The manager UI of Tomcat can be used to determine if all necessary sub-services have been started. Per 
default, the manager UI is access via “ServerURL:8080/manager/html”. Users that can access this page have to 
be defined during the installation of the Tomcat service or via editing the “Tomcat/config/tomcat-users.xml” 
file. 

Please keep in mind that the manager UI of Tomcat can only be used in a browser on the same machine as the 
Tomcat Process is hosted for security reasons. 
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Fig. 1: Tomcat Manager UI 

 

Figure 1 shows the view of a Tomcat Manager UI surface. The processes that need to be running for the system 
to work are “/backend” and “/jBEAM”. 

After these processes are all running, a simple check to the MaDaM web interface can be made by accessing 
the MaDaM Frontend. To access the frontend, simply use a browser to open the URL defined in the “MDM-
Configuration.json”. If the MaDaM surface shows, the processes are running in order and the system can be 
accessed. 
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3.2 Shutdown 

Similarly to the start-up procedure, the shutdown procedure is aided by the way the MaDaM system is 
deployed. 

The following steps should be performed in order: 

1. Shut down the Apache Tomcat Service 
2. Shut down the service running the MaDaM frontend (optionally) 
3. Shut down the service running ElasticSearch (optionally) 
4. Shut down the database server (optionally) 
5. After the Tomcat Service has completely shut down, shut down the OS (optionally) 

Please keep in mind any and all internal regulations for informing users of a system shutdown and outage. 

3.3 Monitoring 

There are two factors that need to be monitored: the server performance and the hosted processes. 

Since the server side of the MaDaM system is deployed in an Apache Tomcat service, the main monitoring is 
checking the hard parameters of the server system itself (CPU, RAM). For more in-depth analysis, the MaDaM 
processes themselves can be profiled regarding their CPU and RAM usage as well as the time spent for certain 
computations. 

A guide for profiling the MaDaM processes in-depth can be found in the “Profiling MaDaM with VisualVM” 
Document and will not be explained here. 

The client processes of the MaDaM system (Importer, jBEAM) are basically stand-alone desktop applications 
that simply communicate with the MaDaM server and have no larger impact on the server performance. 

The hosted processes can be monitored via the Tomcat Manager UI which is displayed in Figure 1. 

The processes can be checked and stopped/restarted in this UI. 
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4 Security 

Security for the MaDaM system has two main facets: the administration of users who can access the system 
and the data security itself. Albeit the user administration also encompasses regulations as to which users can 
access which files, these two topics will be split and discussed separately below. 

4.1 User Administration 

The MaDaM Security system regulates user access via “Roles”. A Role is similar to the group concept of LDAP 
systems, but not quite the same. A single user can have one or more Roles that describe his function in the 
company. Contrary to the group concept of LDAP and similar systems, the user itself can also be a role (that 
only he is part of). 

An example could be as follows: 

Given are two employees, John Doe and Jane Masters. Both are engineers and team leaders at your company. 
The role setup for this scenario would be as follows: 

John is in the roles “John Doe”, “Engineer” and “Team Leader” and Jane is in the roles “Jane Masters”, 
“Engineer” and “Team Leader”. Figure 2 illustrates this with a graphical example. 

John Doe Engineer Team Leader Jane Masters

John Doe Jane Masters

 

Fig 2: Exemplary Role Illustration 

 

In practice, these roles are a lot more varied and contain information about projects, departments or teams as 
well as their basic role. 

Roles can be defined via various methods.  

The first method is locally defining users and their roles in the “MDM-Configuration.json”. This method is 
usually used to give temporary access or give access to external users that are not part of the internal systems. 
The exact definition of such users is part of the MaDaM 2 Installation Guide and will not be detailed in this 
document. 
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The second method for defining users is a synchronisation with the company LDAP. MaDaM Roles can be 
directly mapped from the groups of a user in the internal LDAP, eliminating the need for maintaining users in 
multiple places. 

If an LDAP synchronisation is used, the users who can access the system at all are constrained to a specific 
LDAP group (the “Login Group”). Therefore, removing access for a specific user is as easy as removing him from 
a single group in the LDAP system. 

The complete procedure of the LDAP synchronisation is also part of the MaDaM 2 Installation Guide and will 
not be described here. 

The final option is defining users in the User Role Management (URM). The URM is to be used when user roles 
can’t directly be mapped from LDAP groups and are too complex for the local definition. Such a case is when 
user memberships for projects and departments are not reflected in their LDAP groups. 

The URM itself is a stand-alone application running on the server, in which users can be assigned to roles which 
in turn are used by the MaDaM system. 

The installation and configuration of the URM is detailed in the MaDaM Installation guide, and will not be 
detailed here. 

Generally, once the system is installed and configured properly, the changes in users are done in the company 
LDAP or the URM. Changes in the LDAP (like removing users, changing their groups) can be reflected directly in 
the MaDaM system or used to update the user base in the URM. The URM itself can be used to change groups 
and thereby access rights of the users at all times. 

4.2 Data Security 

The data stored in the MaDaM system can be accessed via two routes. On the one hand, data can be accessed 
by users who logged into the system via preview or download. On the other hand, data can be accessed 
directly on the storage system. 

The access via the MaDaM system can be regulated with the user administration. Even users who can use the 
system can be restricted to only see specific portions of the system. 

This is done via Permissions which are realised by utilising Access Control Lists (ACL). Each and every object 
stored in MaDaM has a permission set consisting of a defined list of Access Control Entries (ACE), against which 
the roles of the user are checked.  

Therefore, there are two ways to restrict access to certain objects: 

1) Remove the User’s roles so that he does not match the ACE anymore (i.e. deprive him of the rights) 
2) Change the according ACE for a specific role (i.e. restricting access for the object) 

Since there is never any direct file access from the user within the boundaries of the MaDaM system, the data 
is secure on this channel. 

The access to the file storage on the company storage system should only be available from the server itself 
and IT internal tools. In turn, this particular route is only available from behind the company firewall or even 
only within the company intranet. Extended security of the company apply as they do to any other file storage. 

Access logs to the MaDaM system are stored in two ways. Firstly, they are reflected in activities of the MaDaM 
system which can be checked via the MaDaM web frontend and reflect which user logged into the system and 
performed which actions. 

Secondly, there are log files for the Tomcat Service that are stored as “logs/localhost_acess_logs.txt” files in the 
Apache Tomcat installation directory.  These log files contain the IPs of all people who accessed the MaDaM 
system. Checking which users accessed the file directory from IT internal applications is not within the scope of 
the MaDaM system. 
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5 Data Management 

This section describes the regular maintenance for both hardware and software as well as backup strategies 
that should be employed. 

Regular hardware maintenance is restricted to typical procedures to check the stability of the server hardware, 
including CPU and Memory.  

The memory of the data storage and the index storage (which may not be on the data storage, but on the 
server) needs to be monitored as well. The rate at which the storage fills up is dependent on the activities of 
the user and the yearly data volume. 

Both the index storage and the main data storage on the storage system can be monitored by common IT tools 
or even by simply checking the server with remote access. 

The MaDaM system does not contain a relational Database, but uses file-based storage and indexing 
technologies which are also based on file-systems. This means that the backup of the data can be done by 
common file-backup strategies. A weekly backup is recommended. 

However, it is important to keep in mind that both the data storage and the index storage (see the section 
“Directories and Files”) have to be backed up at the same time, even if they are not stored on the same storage 
system. Restoring the system also requires both the index and data files to be restored. 

Software maintenance is done by the AMS and will be provided in regularly released new versions with 
improvements and fixes. Updating the system follows the procedure described in the “Updating” section of the 
MaDaM 2 Installation Guide. 
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6 Troubleshooting 

For troubleshooting, there are multiple tools to narrow down potential causes for errors. Common error 
descriptions and their response will be detailed below. 

Generally, diagnostics on the server (CPU and Memory Load, used Bandwidth) can be used as a first indicator if 
the server itself is still responsive. 

The MaDaM system itself can be checked with VisualVM to see more detail about the memory and CPU usage 
as well as other potential problems. How to use VisualVM with the MaDaM Server is detailed in the “Profiling 
MaDaM with VisualVM” document. 

Finally, the logs of the Tomcat system can be audited to narrow down errors. While the Tomcat system creates 
various logs, mostly the “stdout” and “stderr” logs are relevant for troubleshooting. 

These logs contain the output of the system, and can be checked for “ERROR” messages. Such messages 
typically indicate problems that need to be relayed to the AMS team.   

Common potential errors are: 

• Error 500 when users/administrators try to access the MaDaM web frontend 
This problem typically occurs when the services of the MaDaM system are not running properly. The first step 
is to validate the configuration according to the specific requirements with the help of the MaDaM 2 
Configuration Guide or the MaDaM 2 Installation Guide. Focus on the IP and directory configuration. If the 
configuration was found to be valid, audit the logs of the Tomcat system and potentially send a support 
request. 

• Users get a notification when trying to log in and can’t access the system 
Typically, the user could not be authenticated. The first step here is to validate if the user is member of the 
required group (“Login Group”) or if he is locally defined in the MDM-Configuration.json.  

If both of these are validated, verify the configuration according to the specific requirements with the help of 
the MaDaM 2 Configuration Guide or the MaDaM 2 Installation Guide. Focus on the IP and directory 
configuration. If the configuration was found to be valid, audit the logs of the Tomcat system and potentially 
send a support request. 

• PDF Reports can’t be created, interactive jBEAM can’t be started 
If PDF reports (and/or interactive analyses) aren’t working as intended, it’s highly likely that there is a server-
side error. The first step is to validate the configuration according to the specific requirements with the help of 
the MaDaM 2 Configuration Guide or the MaDaM 2 Installation Guide. A second step is to validate via the 
Tomcat Manager UI if the jBEAM process is running. If the process is running and the configuration was found 
to be valid, audit the logs of the Tomcat system and potentially send a support request. 
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7 Glossary 

ACE Access Control Entry, an entry defining which rights a particular role has (i.e. User X has CRUD 
access) 

ACL Access Control List, a list of various ACE entries that constitutes the required roles to access an 
object 

CRUD Create, Read, Update, Delete; a scheme with which access rights are defined 

LDAP Lightweight Directory Access Protocol, a protocol largely used for managing access rights and 
users 

SAN Storage Area Network, a storage system 

URM User Role Management, a stand-alone component to define and manage user roles in MaDaM 

  


