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1 Introduction 

1.1 Document Overview 

This short guide describes the steps necessary to use the MaDaM User Role Management tool. This tool allows 
management of users that cannot be synchronised in proper LDAP groups for use-cases where the LDAP structure 
does not match the roles that should be reflected in MaDaM.  

1.2 Related Documentation 

Other documents are not imminently required in order to initialise the system. However, the other documents 
may provide insight for open questions that are not explicitly covered by this document. 

Related documents are: 

• MaDaM 2 Configuration Guide 

• MaDaM 2 Maintenance Guide 

• MaDaM 2 Installation Guide 

• MaDaM 2 Initial Setup Guide 
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2 Authorization 

Section 2.1 shall serve as a short overview of the “Access Control List” (ACL) approach used to manage 
permissions within the MaDaM system. More extensive information can be found in the MaDaM 2 Initial Setup 
Guide. 

Each ACL contains a subset of required rights to interact with an object, and are used in conjunction with user 
roles. 

Please note that it’s not possible to actually “remove” an “Access Control Entry” (ACE) from the list. The same 
effect can be achieved by setting all rights for the given ACE to “false”, which is done automatically by the system 
when users “remove” an ACE. 

Furthermore, it is possible to define a set of SuperUser members. SuperUsers always have all rights for the 
systems and can never be revoked those rights except by removing them from the group.  

2.1 Access Control Lists (ACL) 

Each reference stored within MaDaM, be it a measurement or a single channel, includes an ACL which defines 
how roles may interact with the object itself. ACLs are inherited by owned references and follow the “create-
read-update-delete” (C.R.U.D.) ruleset. ACLs are a list of rules for roles and any list entry consists of various parts 
which are separated by colons: 

RoleID:r,u       Sample 

1) role ID for which an access rule will be defined:   “RoleID” 
2) list of granted actions, any combination of c,r,u,d:  r,u 

The above example would define a role named “RoleID” which has the right to read and update all fields of the 
associated object. 
 
The ACL of each object are visualized throughout MaDaM as shown below. 
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2.2 User Role Management (URM) 

In some cases, the roles that a user should possess cannot be synchronized from the company internal LDAP. For 
such instances, the MaDaM system includes the User Role Management (URM). The URM is a standalone 
application that is used to manage roles for MaDaM. It is possible to create custom groups and assign users to 
these groups. 

 

 

The first view of the URM is the “Users” tab and shows all users (left) that have been imported from the company 
LDAP on the left side. It is also possible to check the details (right) of each user, which displays the roles this 
particular user is a member of on the right side. 

 

 

 

The second view of the URM allows users to create new groups and roles. Each group corresponds to a special 
project or a certain department. In the above example, the projects “ABC” and “DEF” were created. Each specific 
project contains the exact roles that users can have. 

As displayed above, the project “ABC” includes the roles “Engineer”, “Supervisor” and “Tester”. By selecting one 
of these roles, it is possible to check which users are a member of this role. 
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The final view allows easy manipulation of more than one user at a time. Users can be added to a change list and 
assigned specific roles in one go. 

In the above example, the users “John Doe”, “Jane Doe”, and “Jack Masters” were added to the change list. It 
can also be seen that by pressing the “Apply” button, these users would be assigned to the “ABC-Engineer” and 
“ABC-Supervisor” roles. 
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3 Glossary 

ACE Access Control Entry, an entry defining which rights a particular role has (i.e. UserX has CRUD 
access) 

ACL Access Control List, a list of various ACE entries that constitutes the required roles to access an 
object 

 


